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1. IlepeyeHb NJAHMPYEeMBIX Pe3yJbTATOB OOYYeHHs] MO JAUCHUILIHHE,
COOTHECEHHBIX ¢ MHAUKATOPAMM JOCTHKEHUSI KOMIIEeTeH M i

Komnerennus ConepxaHue KoMIeTeHIMH HNuaukarop CopepixaHue HHAMKATOpPa
Bribupaer nHGOpPMANMOHHBIE TEXHOJOTHH
U TpPOTpaMMHBIE CpPEACTBA, B TOM YHCIIE
CrocobeH TIOHUMATh  HPUHITHIIEL
OIIK-2.1 OTEYECTBEHHOI'O TIPOU3BOJICTBA, npu
paboThl COBPEMEHHBIX .
. pemieHMH  3ama4  HpodeccCHOHANBHOMN
MH()OPMALMOHHBIX TEXHOJIOTHH U
MPOTPaMMHBIX CPEZICTB, B TOM YHCIIE ACATCILHOCTH
OIIK-2 porp p ’ Hcnons3zyer COBPEMEHHBIE
OTEYECTBEHHOTO0 IIPOU3BOJICTBA, U
nH}pOpMaMOHHbIE TEXHOJIOTUH u
UCIIONIb30BaTh MX MPU  PELICHUU orpa e cpercrsa o e
o II MMHBI TB B TOM 4YHUCII
3amau npodeccuonanpaoit | OITK-2.2 porp pe ’
OTEYECTBEHHOTO  TPOU3BOACTBA,  IIPH
JIeSITeIIbHOCTH 2
pemieHMH  3agad  NpodecCHOHANbHOU
JIeATeIbHOCTH
Hcnonp3yer ocHOBBI MH()OPMALMOHHON MU
CnocobeH pemaTe CTaHAAapTHHIC .
. | OIIK-3.1 oubnmorpaduaeckoil KyIbTypHI Ipu padoTe
3aJaun podecCHOHATbHON . .
¢ mpodeccroHanbHON HHpOpMaHen
JeATEIIBHOCTH Ha OCHOBE
. IIpumenser
nH(pOopManMoOHHOH u
. nH(pOPMaINOHHO-KOMMYHHKAIIHOHHBIE
oubnmmorpaduyeckoit kymbTypsl ¢ | OIIK-3.2
OIIK-3 TEXHOJOTHM [UIsl PEUIeHHs CTaHAAPTHBIX
MPUMEHECHHAEM .
3a7a4 MpoQecCHOHANBHON eI TENbHOCTH
MH()OpPMAIMOHHO-KOMMYHHKAIIHIOHH
. VYuurteiBaeT OCHOBHBIE TpeboBaHUs
bIX TEXHOJIOTHUHN u C yueToM (b o 6
. UH(OPMALMOHHOH €30IIaCHOCTH  TIpH
OCHOBHBIX TpeboBanuil | OIIK-3.3 pMaLl p
o peUICHUN CTaHAapTHBIX 3aga4y
HH(POPMAIMOHHOW 0€30MaCHOCTU N
npo(eCCUOHANBHOM JCSITeIBHOCTH

2. MecTOo THCUMILUIHHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrPaMMbl

JncCuIiinHbI (mpakTHuKW), | bassl nanHbIX
MPEAIIECTBYIOIINE W3YUYEHHIO

JUCUUTINHBL, pEe3yIabTaThI

OCBOCHHSI KOTOPBIX HEOOXOIUMBI

TS OCBOCHHUSA JAHHOU

JCLIUIUINHBI.

Jucrunmael - (IpakTUKW), 1 | lpeanuriomHas npakTuka
KOTOPBIX PE3yJbTaThl OCBOCHUS

JAHHOW  JUCHMIUIMHBI  OYyIyT

HEO0OXOIUMBI, KaK  BXOJIHbIE

SHAaHUA, YMCHHA W BJIaACHUA IJIA
HNX N3YUYCHUA.

3. O0beM OUCHMIUIMHBI B 3a4Ye€THBIX €IUHHMIAX € YKa3aHHEM KOJIM4YeCTBA
aKaJeMHYECKUX YACOB, BbIJICJEHHbIX HA KOHTAKTHYI0 padoTy 00y4yarouerocs ¢
npenojaanaresjemM (M0 BUIAM y4eOHbIX 3aHATHI) M HA CAMOCTOATEILHYIO padoTy

o0y4yaroierocst

OO0mmii 00bEM TUCHUILIMHEI B 3.€. /gac: 3 / 108
dopMa IPOMEKYTOUHOM aTTeCTAlMK: 3a4eT




Buasl 3aHATHI, HX TPYI0EMKOCTH (Yac.) O0beM KOHTAKTHOI
a00ThI
®opma p
JlaGopaTopHbl IIpakTH4yeckue CamocrosiTe1bHA o0yuaroierocsi ¢
o0y4eHust Jlekuuu
¢ paboThbl 3aHATHA s1 padora npenojasarejemM
(uac)
3a04yHas 8 8 8 84 27

4. Copep:kaHue JUCHMIUIMHBI, CTPYKTYPHPOBaHHOe IO TemMaM (pasaejam) C
yKa3aHHEM OTBEJ€HHOI0 HA HUX KOJHYECTBA aKaJeMUYeCKHX YacOB M BHUIOB
Y4eOHbIX 3aHATHH

dopma obyuyeHun: 3a04Han
Cemecmp: 9

JlekunonHnwple 3aHsaTus (84.)
1. Undopmanus u yrpo3nl e€ 6e3onacuoctu(24.)[2,4] [Ipeamer 3amura nHbopMaIim.
[Tonsitue «unpopmanus». CpolictBa uHpopmauuu. [IpuHIUNB pabOTH COBPEMEHHBIX
MH()OPMAIIMOHHBIX TEXHOJOTMH M MPOTPAaMMHBIX CpeACTB. VcTopus BO3ZHMKHOBEHUS
CPEACTB U COCOOO0B 3alUTHI HHPOpMaMK. YTpo3bl 6€30nacHOCTH UHGOPMAIUU. YUeT
OCHOBHBIX TpeOOBaHMI WH(POPMAMOHHOW O€30MaCHOCTH TMPU PEHICHUH 3aaay
npodeccuoHaNbHOM esaTeIbHOCTH HenpennaMmepeHHble yrpo3bl. YTpo3bl 0€301MacHOCTH
uHpopmanuu. [Ipegnamepennsie yrpo3sl O0ecneueHrne 10CTOBEPHOCTH UHPOPMALIMH B
AC.
2. Kpunrorpaduyeckass 3ammra AaHHbIX.(24.)[1,2,3,5] Kpunrorpadus wu
KpunToaHanu3. CHMMETPUYHBIE KPUIITOCUCTEMBI: HIM(PHI MEPECTaHOBKU, MPOCTOMH
3aMEHBL,CI0KHON 3aMEHBI. ACCHMMETPUYHBIE KPUITOCHCTEMBI: KPUITOCHCTEMBI C
OTKpBITBIM KJIto4uoM, RSA,cuctema Onp [Namans.IlocTpoeHne U HUCMOJb30BaHUE
xem-pyukmuii. [loctaHoBKa v MpoBEpKa AMEKTPOHHOH ITU(POBOM MOTUCH.
3. Opranms3anusi M TeXHOJOTMHM 3amuThl uHpopmanmu.(24.)[2] IloauTuka
0€30MacCHOCTH: TUCKPELIMOHHAs, MaH1aTHAas, pOJIEBasl.
4. TexHosioruM MeKCeTeBBIX JKPAHOB 3alUTHI MH(popManuu B ceTax.(24.)[2]
[Tonsitue "MmexcereBodt skpan". Kiaccudukanus MexceTeBbIX 3KpaHOB. DYHKIUHU
ME¥KCETEBbIX JKpaHOB Ha ypoBHe OSI.OCHOBHBIE M JOINOJHUTEIBHBIE BO3MOKHOCTH
MEKCETEBBIX SKpaHOB.IIpobieMbl 6€30MaCHOCTH MEKCETEBBIX AIKPAHOB.

IIpakTuueckue 3ansaTus (84.)
1. IIudpoBanme meToa0M ImEepecTaHOBOK. {0ecema} (24.)[1,6] 3epkanbHOE
otobOpaxenue. Ckuraa.
2. PemieHue 3ajauy MeTOTOM 3aMeHbl. {MUHM-JeKHus} (24.)[2] 3HAKOMCTBO C
METOAMKAaMU MUGPOBAHUS: CABUTOM, C TOMOIIBI0 "Marudeckoro kBaapara'.
3. AccuMeTpU4YHbIe KPUNTOCHCTeMBbI. {padora B MajabIXx rpymmax} (24.)[2,6]
MeTtonap! mu(ppPOBaHHS C OTKPBITHIM KITFOYOM.
4. Meroa xemupoBanusi. {padora B Maabix rpynmax} (24.)[4] [loctpoenue u
uCroyib30Banue xem-GpyHKnuu. llocTaHOBKa © aHamu3 JJIEKTPOHHOM 1H(PPOBOI
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IIOAIIMCH.

JlabopaTopHbie padoThI (84.)
1. 3amura or BUpycoB. {umurtanusa} (24.)[1,2] Opranuzanus paboThl AJid MOUCKA
BHUPYCOB Ha paboyeM MecTe MPOrpaMMUCTa.
2. Ucnoub30BaHue mapoJisi MJisl 3alIUTHI KOMIBIOTEPA M €ro 00beKTOoB.(24.)[1]
[TocTaHoBKa U CHSITHE MApoOJiel KOMITbIOTEpa, Oa3bl IaHHBIX, MMANKH, ¢daiia.
3. 3ammTa nHpopManuM METOAOM CHMMETPHYHOro mudpoBaHus. {1eji0Bas Urpa}
(2u.)[1,2,6] IIudpoBanme ™MeTomaMu: NEPECTAHOBKH, IIPOCTOM  3aMEHBI,
MHOToasI(haBUTHBIM MKU(POM (IIOICTAaHOBKOM ),rammupoBanueM, DES
U packpbiTHE muUdpa.
4. 3amura uHpOpMALUM C MCHOJb30BAHHEM ACHMMETPHYHBIX AJITOPUTMOB.
CucreMbl € OTKpPBITBIM KJIKWY0M.(24.)[1,2,3,5] IIpeoOpa3zoBanue wuHpopmMaun
anroputMoM RSA. Haxoxzaenue xem- pyHkuuu coobmenus. [locranoBka u npoBepka
AIIEKTPOHHOM ITU(GPOBOM PYHKITUU.

CamocrositesibHasi padora (844.)
1. Pa3paborka u peanu3anusi NporpaMMbl Ha TeMmy ''3ammra HWHQOpMaNUH
KpUNTOrpapuiecKNMU MeTOAAMU. {TBOp4YecKkoe 3aganue} (424.)[1,2,3,6] 13yuyeHue
METO0/1a, COCTaBJIEHUE 3aJaHusl HA MPOrpaMMHOE OoOecreueHre, HaliCcaHue, OTIajaKa U
JI0KA3aTeNIbCTBO HAa KOHTPOJBHBIX MPUMEpax MPaBUILHOCTH pabOTHI €ro.
2. IloaroroBka k arrecrauuu {0ecexa} (38u4.)[1,2,3,4,5] Urenue nurepatypsl U
JeKIMoHHOTo Matepuana. [IpocmoTp npaktuueckux 1 mabopaTtopHbix padoT.
3. 3auér.(44.)[1,2,3.4,5,6]

5. IlepeyeHb Y4eOHO-METOAMYECKOr0 O0eCHeYeHUsI CaAMOCTOSITEJbHON PadoThI
00y4arIuXCcs M0 JUCHUIINHE

Jliia kaxxioro oO0yyaronierocsi o0ecnevyeH HHAUBUAYalbHbIH HEOTPpaHUUEHHBIA JOCTYH K
AJIEKTPOHHOU MH(MOpMaIIMOHHO-00pazoBarensHOi cpene AnTl TY:

1. Jlapuna, H.A. 3amura undpopmanuu. Kpunrtosorus: meron. mocobue st
OakanaBpOB HampapieHUss NOAroToBkM "MHpopMaThka M BBIYMCIHUT. TEXHHKA" JIH.
dbopmbel  oOyuenusi/ H.A. Jlapuna. - Py6mosck: PUO, 2014. - 56 c¢. URL:
https://edu.rubinst.ru/resources/books/Larina_N.A. Zaschita inphormatsii. Kriptologiy
a 2014.pdf (nara o6pamenus 01.10.2021)

6. Ilepeyenb yueOHOI JIUTEPATYPHI
6.1. OcHoBHas nuTeparypa

2. lllanbrun, B. ®. UndopmannonHas 6e3omacHocTh 1 3amuTta nHpopMmaiuu / B.
®. Illanerun. — 2-e uza. — Capartos : [Ipocdobpazosanue, 2019. — 702 ¢. — ISBN
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978-5-4488-0070-2. — Tekcr : anextpoHHbIH // I{udpoBoii oOpazoBaTenbHBIN pecypc
IPR SMART : [caiir]. — URL: https://www.iprbookshop.ru/87995.html (nata
obpamenus: 28.02.2022). — Pexxum gocTyma: 1 aBTOPU3UP. T0JIb30BaTeNeh

6.2. JlononHuTeNbHAS IUTEPATYpa

3. TOCT P 34.10-2012. Undopmammonnas texHosorus. Kpunrorpapudeckas
3anuTa uHGopMaruu. [Ipoueccsl hopMUpoOBaHUs U TPOBEPKU IIEKTPOHHOU 1TUBPOBOI
noamucu: Jlara BBemenust 2013-01-01. - M.: Crangaptundopm, 2018. — 32 c. URL:
http://docs.cntd.ru/document/gost-r-34-10-2012 (nata obpamenns 12.03.2021 r.)

4. TOCT P UCO/MBK 15408-1-2012. Uudopmanmonnas texHosorus (MT).
Metonbl u cpeacTBa oOecrieueHus 6e3omacHocTH. Kpurepuu orneHku 0e30MacHOCTH
uHpOopMallMOHHBIX TexHoJoruil. Yacte 1. Beenenue u obmas moxaens: Jlata BBeaeHUS
2013-12-01. — M.: Crannaptundopm, 2014. — 89 C. URL:
http://docs.cntd.ru/document/1200101777 (nara oopamenus 12.03.2021 r.)

5. TOCT P 34.11-2012. Undopmanmonnas texHosnorus. Kpunrorpaduueckas
3amura uHpopmanuu. OyHkuusa xsmmpoBanus: Jlara BBegenust 2013-01-01. — M.:
Cranmpaptuadopm, 2013. — 30 c¢. URL: http://docs.cntd.ru/document/gost-r-34-11-2012
(mara obpamenus 12.03.2021 r.)

7. Ilepeyenb pecypcoB HMH(POPMANMOHHO-TEJEKOMMYHUKAIIMOHHONH  ceTH
«AHTEpHET», HEOOXOAUMBIX JJIS 0CBOCHUSA TUCHMUILIMHBI

6. https://intuit.ru/studies/courses/10/10/info

8. ®DoHA OULEHOYHBIX MATEPHAJOB /JIs1 MNPOBEACHUS TEKYILIero KOHTPOJS
yCIIEBA€MOCTH M NIPOMEKYTOYHOM ATTeCTALNH

ConepxaHue  NPOMEKYTOYHOM  aTTECTAIllMM  PACKPBIBACTCS B KOMIUICKTE
KOHTPOJIMPYIOIINX MaTepUaioB, MPeIHA3HAYCHHBIX JIJISl IPOBEPKU COOTBETCTBUS YPOBHS
NOATOTOBKKM 1O jucturiimHe TpedoanusiM @OI'OC, koTopeie XpaHATCS Ha
kadenpe-pazpadborunke PIIJ] B meuatHom Buzae u B SUOC.

9. Ilepeyenb HHGOPMALMOHHBIX TEXHOJOTHM, HCIOJIb3yeMbIX IIPH OCYLIECTBJICHUH
o0pa3oBaTeJIbHOIO  Mpouecca 10 JAUCHUIUIMHE, BK/IKOYasg  IepPeYeHb
NPOrpaMMHOI0 odecneyeHuss U HH(POPMAIMOHHBIX CIIPABOYHBIX CHCTEM

s YCIEIIHOIO OCBOECHUS JUCIATUINHEI HCIIONB3YIOTCS pecypcesl 3JIEKTPOHHOU
MH(pOPMallMOHHO-00pa30BaTeIbHOM  Cpeibl, 00pa30BaTENbHBIE HWHTEPHET-MOPTANbI, Trio0anbHas
KOMITIBIOTCpHAA CETh I/IHTepHeT. B IpoHecCe MU3y4YCHUA AUCHUINIMHBI MPOUCXOJUT HHTCPAKTUBHOC
B3aUMO/IeiCTBHE 00yYarOIIErocs ¢ MperoiaBaTesieM yepe3 JUUHbIH KaOMHET CTyIeHTA.

Nern Hcnonb3yemoe mporpaMMHoe odecriedeHue
1 LibreOffice
2 Windows
3 AntuBupyc Kaspersky




Nenn Hcnoan3yempble npogeccuoHATbHbIE 0a3bl JAHHBIX U HH(OPMAIHOHHbIE
CIIPaBOYHbIE CHCTEMBI

1 becrmatnas snektponHas OuOnmoreka onyaiH "EamHOE OKHO K 00pa3oBaTelbHBIM
pecypcam" Ui CTYIEHTOB M IIPENOJaBaTeliell; KaTaJor CChUIOK Ha 0Opa3oBaTelbHbIC
uHTepHeT-pecypesl (http://Window.edu.ru)

2 Hanmonanenast anexkrponHas 6ubmnorexka (HObB) — cBoOoaHBIN AOCTYN umTaTenei k
donnam poccuiickux 6ubmuorek. COonepKUT KOJUIEKIHH OLUU(POBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JIOCTYIA, TAaK U OTPAHUYCHHBIX aBTOPCKUM IPABOM), a TAK)KE KaTajor
W3IaHul, XpaHsanmxcs B Oudauorekax Poccun. (http://H36.pd/)

10. Ornucanue MaTepHUATbHO-TEXHUYECKOM 0a3bl, HEe00X0INMO IS
OCYylIeCTBJICHHS 00Pa30BaTEIbHOI0 MPOLECCA MO TUCIHUILINHE

HaumeHoBaHue ClleNHAJbHBIX OMEIEHUI ¥ MOMelIeHUi VISl CAMOCTOATEIbHON PadoThl

y4eOHbIC ayIUTOPUH I TPOBEACHUS yUeOHBIX 3aHATUH

MMOMEIEHUS I CAMOCTOSITEILHOM pa6OTLI

MarepuanbHO-TeXHUYECKOe oOOeclieueHne M OpraHu3aius o0pa3oBaTEIbLHOTO
MpoIecca Mo AUCUUIUIMHE [JI MHBAJIHMIOB U JIMI] C OTPAHUYEHHBIMUA BO3MOXHOCTSIMU
3I0POBBS OCYIIECTBIISIETCS B COOTBETCTBUM C «[lomoxkeHneM 06 00y4eHUN WHBAIHUIOB U
JIUIL C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3I0POBBSI.




